Internet Safety for Kids

Do's and Don'ts for Kids

DON'T give out personal information such as your address, telephone number, your name, parent's name, school name, school schedule, passwords etc.

DON'T give out information about you or your family to people you meet online.

DON'T send or post pictures without getting parental permission.

DON'T believe everything that you read online or that someone tells you online.

DON'T answer any message that is mean or makes you feel scared, uncomfortable, or confused.

DON'T keep new online buddies secret from your parents.

DON'T communicate with anyone you do not know in person and that your parents have not approved.

DON'T agree to meet with someone you've met online before getting parental permission.

DO use the Internet to help with schoolwork.

DO be polite to others when using the Internet.

DO ask permission from your parents before you download programs from the Internet. They might contain viruses or spyware.

DO get your parent's permission before you talk online to anyone you don't personally know.

DO discuss it with your parents if you're contacted online by someone you don't know.

DO notify your parents if you get or come across anything online that makes you feel scared, uncomfortable or confused.
Internet Safety for Kids
Tips For Parents
WARNING SIGNS

• Your child spends large amounts of time online, especially at night.

• You find disturbing or objectionable files on your child's computer.
• Your child gets phone calls from someone you don't know or is making calls to numbers you don't recognize.

• Your child gets mail, gifts or packages from someone you don't know.

• Your child hides what he or she is doing on the computer.

• Your child becomes withdrawn from the family

• Your child is using another e-mail account

SMART STEPS

• Control access to chat rooms, where predators lurk

• Control instant messaging.

• Make sure a child's screen name does not include personal information

• Avoid online profiles, which predators can use to find children's homes.

• Avoid posting photos of children on sites accessible to predators, including so-called modeling sites.

• Share an e-mail account with your child or maintain access their email account.
• Place the computer in a common area with the screen facing out into the room.

• Develop a list of family rules for using the Internet and post it next to the computer.

• Contact your ISP to learn about parental control features.
• Use your computer's parental controls, filtering, and blocking software.

• Check a record of the Web sites that have been visited, often found under "History".
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